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360-SECURE
BUNDLE

Secure Your Digital Environment
with Confidence

WHAT IS

360-SECURE? m

A modular and scalable bundle 4 N\
of security services offered by _
ICTPACK SOLUTIONS LTD, designed @Q -‘_-!?

to protect your organization from

: SECURITY RISK NETWORK AND SECURITY
evolving cyber threats. ASSESSMENT & ADVISORY INFRASTRUCTURE
DEPLOYMENT

Delivering a complete security

lifecycle Q

Insight Implementation Protection Prevention

MONITORING AND

CYBERSECURITY
. . INCIDENT RESPONSE
All tailored to your size, setup, and AWARENESS TRAINING (SOC & NOC)

budget. \_

Why Choose Us?

Locally delivered with global standards - Modular: Choose the full package or
select only the services that suit your

End-to-End Protection: Full coverage needs.

at every stage from risk assessment to

response and training, you're covered . Scalable: Start small and expand as
from start to finish. your needs grow



. Security Risk Assessment & Advisory
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WHAT WE DO

Evaluate IT assets, including
hardware, software, and network
components, to determine the
security posture.

Assess existing Network structures
and help design secure, resilient,
and scalable architectures tailored
to organizational needs.

Review configurations of the
existing network setup.

Evaluate the security of cloud
services in use, such as email
platforms, file storage, and
infrastructure services (e.g., AWS,
Azure).

Identify weaknesses in user
behavior and access control
mechanisms.

Perform technical and procedural
audits to ensure that organizations
meet industry best practices and
regulatory requirements or local
compliance standards.

Identify gaps in existing
documentation and recommend
required policies, e.g.,

Security policy,

Access control policy,

Incident response procedures

Deliver a clear, prioritized action
plan for mitigating these risks

5—!? Network & Security Infrastructure Deployment
[ -]

Deploy key network and

security hardware and software
components such as, Firewalls,
Switches, Routers, Wireless Access
Points, Endpoint Security Software,
Network Access Control (NAC),
SIEM software, Cables & Racks
structuring.

Strengthen identity and access
management to ensure that
only authorized users can access
sensitive systems.

4.

Secure remote access.

Tuning configurations for
performance and applying
security best practices to reduce
vulnerabilities.

Draft and deliver essential
documentation such:
Information Security Policy
Network Topology Map
Access Control Procedures etc.



Monitoring & Incident Response (SOC/NO

24/7 monitoring of endpoints, cloud 3.

accounts, and network traffic to

detect unusual or malicious activity.

2. Threat Detection & Response:
Identify and neutralize threats
before they cause harm

Description

Includes 24/7 threat monitoring and response

Ensure that systems, services,
and network infrastructure are
functioning optimally.

Deliver monthly reports and

continuous advisory to improve your
organization's security posture.

Standard Tier  Premium Tier

Performance and Health Monitoring of Network Devices

Application Performance Monitoring

Monitoring of Containerized Environments (Docker/Kubernetes)

Threat containment: attacks are interrupted, preventing spread

Weekly and monthly reporting

Monthly intelligence briefing

Annual/Quarterly account health checks

Expert-led threat hunting

Support during active incidents
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Full-scale incident response: threats are fully eliminated

Root cause analysis

Dedicated support

Up to S1 Million Breach Protection Warranty
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Conduct engaging sessions on
topics like Phishing, safe digital
behavior, Password best practices,
email and communication safety,
etc.

Cybersecurity Awareness Training

Provide role-based training tailored
for HR, finance, and management
stoff, etc.

Provide continuous learning
resources to build a cyber-aware
culture.




Is This Solution Right for You?

Struggling with limited cybersecurity
expertise?

Get access to professional-grade monitoring and
response without building an in-house team.

Working with outdated or disconnected
systems?

Unify and secure your infrastructure, no matter how
complex or fragmented it is today.

Concerned about rising cyber threats?
Stay protected against phishing, ransomware, and
other fast-evolving digital attacks.

Missing 24/7 threat visibility?
Benefit from around-the-clock monitoring and
rapid incident response when it matters most.

Worried your team might fall for
scams?

Empower your staff with the training and
awareness needed to recognize and avoid threats.

Navigating compliance pressure?

Align your IT practices with modern data protection
and regulatory requirements—without the
confusion.

Tight on budget but serious about
security?

Adopt a modular, cost-effective approach that
scales with your organization's needs

Choose the full
bundle or select
specific services

Custom-tailored based
on your technical setup
and risk level

Engagement Process

Initial Requirements  Proposal & Deployment Stakeholder Ongoing
Consultation & Solution Agreement & Technical Enablement & Support
Mapping Finalization Onboarding Documentation

Delivery

BILLING MODEL

Complete Bundle: Project-based pricing

SOC/NOC Only: Tailored pricing
Annual subscription by organization
size

@

50% upfront, S0% after delivery
Monitoring module billed annually
after delivery

Let's Talk Security
service@ictpack.com Www.ictpclck.com

+255 22 2218830 | +255 677142517
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